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Reference: https://rastamouse.me/2018/03/laps---part-2/
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Reference: https://docs.microsoft.com/en-
us/powershell/scripting/components/web-access/install-and-use-windows-
powershell-web-access
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Reference: http://www.labofapenetrationtester.com/2012/07/powershell-web-
access-what-could.html
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Reference for ACL modification: 
https://www.labofapenetrationtester.com/2019/08/race.html
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Reference: https://docs.microsoft.com/en-us/windows/wsl/about
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Reference : https://blogs.msdn.microsoft.com/wsl/2016/11/01/wsl-antivirus-and-
firewall-compatibility/
https://research.checkpoint.com/beware-bashware-new-method-malware-bypass-
security-solutions/

27



https://pen-testing.sans.org/blog/2013/05/06/netcat-without-e-no-problem/
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Reference: https://github.com/Microsoft/WSL/issues/3627
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-
defender-application-control/microsoft-recommended-block-rules
https://docs.microsoft.com/en-us/windows/wsl/interop
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Reference: https://docs.microsoft.com/en-us/windows/wsl/interop
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Reference: https://www.slideshare.net/harmj0y/derbycon-the-unintended-risks-of-
trusting-active-directory/41
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
rprn/d42db7d5-f141-4466-8f47-0a4be14e2fc1
http://www.harmj0y.net/blog/redteaming/not-a-security-boundary-breaking-forest-
trusts/

CVE-2019-0683
https://blogs.technet.microsoft.com/askpfeplat/2019/04/11/changes-to-ticket-
granting-ticket-tgt-delegation-across-trusts-in-windows-server-askpfeplat-edition/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0683
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https://www.coresecurity.com/blog/kerberos-delegation-spns-and-more
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https://docs.microsoft.com/en-us/windows-server/security/kerberos/kerberos-
constrained-delegation-overview
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https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
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If you are running the commands from a non-domain machine, see this: 
https://decoder.cloud/2019/03/20/donkeys-guide-to-resource-based-constrained-
delegation-from-standard-user-to-da/
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Reference: https://docs.microsoft.com/en-
us/powershell/scripting/learn/remoting/jea/role-capabilities?view=powershell-
6#examples-of-potentially-dangerous-commands
https://docs.microsoft.com/en-us/powershell/scripting/learn/remoting/jea/role-
capabilities?view=powershell-6#allowing-powershell-cmdlets-and-functions
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